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2 Mt forwarding copies of the Jlavy *» propostd qua Ilf i ca- 
tions for the cryptographer scries for professional end sub- 
professional grades * At the present tine these papers are 
in the Secretary*# Office being studied by the civilian 
personnel section and have not yet gone to Civil Service* 
as X incorrectly informed you they had* 

X have advised the Secretary's Office that the War 
Department is preparing similar qualifications to fill its 
needs and that it vould be advisable for the tvo Departments 
to reconcile any differences and submit their recommendations 
to the Civil Service Commission simultaneously. 

These papers are spare copies and need not be returned, 
Hope they trill be of seme assistance to you. 



/e/ L. F. Safford 
t. F. &AFFQKD 
Captain* O.s.x. 
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1-1. Three yea rs of progress ively responsible experience of the 
type# listed below, whloh demonstrates Ability to assemble, analyse, 
and Interpret date In the field of cryptographic research, and 
indicates familiarity with technique# of cryptography. 

The Applicant *a total experience must have teen of a type 
and quality to demonstrate hie Ability to perform the duties of 
the position. 

t t years* experience (a# described above) 

F«*3 5 yeare*: experience 

6 years* experience 
P-5 T years* experience 

1*~5 8 years* experience 

mMmm w s u, 

Study In a college or university of recognised standing nth 
major work in mathematics, electrical engineering, electronic 
engineering, or mechanical engineering may be substituted for not 
more than 5 years of the required experience at the rate of one 
year of education for nine months* experience* The full five 
years will be allowed only when the applleant holds a PhD degreo. 

1* Xxperlenee In the code room of the Savy Department or another 
large message center during World War XX. 

f * Technical duties In a shop devoted to the maintenance and 



repair of cryptographic equipment. 



3, Experience in the design, development, and test of cryptographic 



equipment during World War XX. 
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*, fcxperiencc la the preparation of cryptographic aide during 
World War II. 

$• Warper lance In crypt ©graphic reaearoh during World War II. 

6. Xsperlence In the solution of the Military or diplomatic 
codes and ciphers ueed by Germany, Japan, or Italy during World 
War XI. 

(*OTB* Similar to "fieeeareh Analyst* In Civil Service Department 
Circular lettera - #5*9# Supplement #1, dtd 8 February 19*6) 
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Cryptographer * P-1 
Grad! ® 1. 

400-3). Duties and Responsibilities 

Ondor immediate supervision and with little opportunity for 
independent or uareviewed action or decisions 
(1) So perform elementary professional and scientific work in 
til# cryptanalyticel investigation of codes and ciphers, such work 
involving experimentation, tests, or observation# and requiring 
the simpler processes of a technique j preliielJQary searches 

of the cryptographic problems, and the preliminary presentation 
of results; and to psrforta related work a* assigned. 

(8) So perform elementary professional and scientific work in 
the field of cryptographic engineering, »uch work involving the 
design and construction of mechanical and electrical cryptographic 
devices, ineluding the design and adaptation of ciphering devices 
to work in conjunction with printing telegraph (teletype) systems, 
requiring a basic knowledge of electrical or mechanical engineer- 
ing | preliminary research In the development of new cryptographic 
devices, and preliminary presentation of diagrammatic results; 
and to perform related work as assigned. 

(?) So perform elementary professional and scientific work in 
the field of cryptography, such work involving the compilation of 
codes and ciphers, including in the latter category both electro- 
mechanical cryptographic systems, and those of a non-electrical 
and non -mechanical nature; the preparation of cipher tables for 
the foregoing systems, requiring a basic knowledge of the science 
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of cryptography; the testing of cods and cipher systems in order 
to determine whether specification* ere met j end to perform euch 
related task* as or# assigned. 

Ifrawplej} of Vorjc ferformcd . 
tfnder immediate supervision* 

(X) To investigate cipher system* cryptanalytlcelly, including 
cipher device# used in conjunction with printing telegraph 
(teletype) systems) to perform technical vork in the preparation 
of various tables, frequency counts, etc . ; and to test and operate 
machines and equipment ae directed* 

(2) To design end construct mechanical end electrical crypto- 
graphic equipment ; to perform technical vork in the preparation 
of various Sketches and diagrams) and to test nev cryptographic 
devices. 

{>} To prepare codes and cipher tables to meet certain pre- 
determined requirements) to perform technical vork in the prepa- 
ration of various cipher alphabet# and key list*) and to test 
ciphers and codes for usability. 



$ 



j. 
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Cryptograph** - 2 

Grade 2. 



tCO-D - Putles and Kcsponelbllltlea * 



Under general supervision, with X ini ted latitude for inde- 
pendent or unrevleved action or decision, individually, or with 
trained aeeletantei 

{1} To per f ora Important routine professional and scientific 
work in the cryptanaXytlcal investigation of codes and ciphers, 
and in the tee ting and operation of coda and cipher equipment, 
such vork requiring the processes of a special technique, under- 
standing of haste cryptographic principles, aad an intelligent 
presentation of results; and to perform related vork as assigned. 

(2) To perform important routine professional and scientific 
vork in cryptographic engineering, such vork involving the design 
and construction of mechanical and electrical cryptographic devices, 
including the design end adaptation of ciphering devices to vork 
in conjunction vith printing telegraph (teletype) eye teas, requir- 
ing a knovledge of electrical and mechanical engineering; to 
conduct research in the development of nev cryptographic devices, 
and to present results in the form of diagrams; and to perform 
related vork as assigned* 

{>) To perform important routine professional end scientific 

Vork in the field of cryptography, such vork involving the c pa- 
in 

pllatlon of codes and ciphers including/the latter category both 
electro -mechanical cryptographic systems and those of a non- 
electrical and non -mechanical nature; the preparation of elasel- 
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requiring a knowledge of the scisnce of sryptographyj the test- 
ing of co Co and cipher* systems la order to determine vhethsr 
specifications are met* and to perform such rotated tasks a# are 
assigned. 

Example* of Work Performed . 

Under general supervision? 

{1} To investigate cipher system* cryptanalytically, including 
cipher devices used in conjunction with printing telegraph 
(teletype) syateea, analyse the problems, and present the restuls 
to his immediate superior j to test and operate cipher Machines j 
and to demonstrate ability to do productive research work and to 
apply effectively the results of research* 

(2) To design and construct Mechanical and electrioal cryptogra- 
phic equipment. Including the design and adaptation of ciphering 
devices to work in conjunction with printing telegraph {teletype^ 
aye teas | to perform technical work in the preparation of various 
sketches and diagrams j and to modify and improve present crypto- 
graphic devices, 

{» To prepare codes and cipher tables to meet certain predeter- 
mined requirement#! to perform technical work in the preparation 
of wiring diagrams and cam contour diagrams for employment in 
certain electrical and mechanical cipher devices! to mske minor 
Modification# in the fora and content of emitting codes and 
ciphers. 





-3- * I 
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Cryptographer - ?-? 

Grade 2. 

JmjO-D - Duties fad ftesponalbllltfes 

Under general supervision, with considerable latitude for 
independent or uarevieved action or decision, individually or 
with trained assistants* 

(1) to perform responsible prof sssioj^ and scientific work of 
moderate difficulty and importance in the cryptanaiytical in* 
veetigation of codes and ciphers, including cipher devices used 
in conjunction with printing telegraph ( teletype} systems j or to 
have charge of and develop an ordinary cryptographic project or 
several minor projects) and to perform related work as assigned, 

(2) To perform responsible professional and scientific work of 
moderate difficulty and importance in the design and construction 
of mechanical and electrical cryptographic devices, including the 
design and adaptation of ciphering devices to work In conjunction 
with printing telegraph (teletype) systems) or to have charge of 
and develop an ordinary project in the construction of cryptogra- 
phic equipment) and to perform related work as assigned, 

{» To perform responsible professional and scientific work of 
moderate difficulty and importance In the compilation of codes 
and ciphers including in the latter category both electro- 
mechanical systems end systems of a non-electrical and non- 
mechanical nature) the preparation of classified wiring diagrams 
and cipher tables for the foregoing systems requiring a thorough 




vledge of the eeienc the study of the 
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general characteristics of certain cipher systems «• a fold* 
to futur® planning of systems of the typo studied; to supervise 
personnel enga god in the compilation of codes and cipher® j and 
to perform related task® as assigned. 



Tt33«Ojny mi'E . 



need. 




'Ondcr general supervision 

(1) The oryptanalytlcal lnveitigatlon, development, and taet of 
cryptographic systems, particularly modern machine cipher®, in- 
cluding cipher device* need In conjunction with printing tele- 
graph (teletype), with a view to their Inherent eecurity and 
auitabllity for Slaval uae ; the investigation of principles of 
cipher solution with a view to devising means by which such attacks 
can be blocked! and the demonstration of ability to do productive 
research and to apply effectively the results of research. 

{%) To Investigate, design, construct, and develop electrical 
and Mechanical cryptographic devices, including the design and 
adaptation of ciphering devices to work in conjunction with 
printing telegraph (teletype) systems; to conduct tests of crypto* 
graphic devices presented to the P. S. 9a vy by private inventors; 
and to modify and improve present cryptographic equipment* 

(3) To prepare codes and ciphers to asset predetermined require- 
ments, and to devise Methods for such preparation; to perform 
technical work in the examination of new cryptographic system® 

In order to determine their points of strength and veaknese; to 
modify existing codes and ciphers in order to enhance their value 



th from the point of vievb of, <pzmatl®4hlilty and security. 
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Cryptograph*? - ?~H 
Grad* $ 

4QQ-E - Sutiea nod Kcsoonsibllitles , 

Under general supervision, vith vide latitude for independent 
or unrevieved action or decision, individually or with trained 
assistants* 

(1) To perform difficult and responsible professional and sclent! ~ 
fie vork in the cryptanalytical investigation of code* and ciphers , 
including cipher device* used in conjunction vith printing tele- 
graph (teletype) eyetonc > or to have responsible charge of and 
develop a scientific project of importance; or to eerve aa the 
principal assistant to a Grade 5 or Grade 6 eolentlet In charge 

of a section, vlth responsibility for sharing vith bin the direc- 
tion and control of th* scientific and administrative verk of the 
unit and for assuming hie full duties la his absence; and to per- 
form related vork a« assigned. 

(2) To perform difficult and responsible professional and scienti- 
fic vork in the field of cryptographic engineering, including 

the design and adaptation of ciphering devices to work in conjunc- 
tion vith printing telegraph (teletype) systems; or to have res- 
ponsible charge of and develop a scientific project of importa&oe; 
or to serve as principal assistant to a Grade 5 or Grade 6 
scientist in charge of a section, vlth responsibility for sharing 
vlth him the direction and control of the scientific and adminis- 
trative vork of the unit, and for assuming his full duties in his 



absence | and to perform r*|#£*&<yp*k ^dUfligned. 
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(» *o perform difficult and responsible professional mad 
scientific York in the field of cryptography, including the 
origination of Methods for the compilation of code# mad ciphers, 
the letter oetegory including both electro -Mechanical systems 
end those of a non-elec trlcal end non-aechanlael nature; the ori- 
gination end formulation of procedure* for the preparation of ell 
types of code end cipher systems in present use end those vfcicb 
Mill be devised in the future, requiring an expert knowledge of 
the science of cryptography! the supervision of a sub-section 
involved In the preparation of codes end ciphers; or to serve as 
the principal assistant to a- Grade 5 or Grade 6 scientist in 
charge of a section, with responsibility for sharing with him the 
direction and control of both scientific and administrative work 
of the section and capable of relieving him in hie absence; and 
to perform related work as assigned. 

tinder general supervision, with vide latitude for independent 
or unrcvieved action i 

(1) $o investigate, develop, and test, eryptanalytleally, eode 
and cipher systems (particularly, machine ciphers), including 
cipher devices used in conjunction with printing telegraph 
(teletype) systems, vlth a nev to their inherent security and 
suitability for Baval use; to investigate principles of cipher 
solution vlth a viev to devising means by vhlcb such attacks can 
he blocked; to train and supervise personnel; to be qualified to 
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etata to higher authority, when the security of our Haval cipher 
systems 1» questioned, whether the Alleged deficiencies ere reel 
or imaginary, end to present methods of overcoming any real 
deficiencies j to be In charge of the tub-sec tlen with responsibi- 
lity for direction and control of that unit, 

(2) ¥c design and construct electrical and mechanical cryptogra- 
phic devices, including the design and adaptation of ciphering 
devices to work in conjunction with printing telegraph (teletype) 
systems; to modify and improve current cryptographic equipment; 
to conduct research and t03ts in the development of new crypto- 
graphic devices; to conduct tests of cryptographic devices pre- 
sented to the U* 8. flfavy by private inventors; to keep up with 
all cryptographic developments, principles and methods; to be In 
charge of the sub -section with responsibility for direction and 
control of that unit, 

(3) £o supervise and direct a tub-section involved in the proces- 
ses of compilation of codes and ciphers; to originate and perfect 
new methods for the preparation of existing cryptographic systems; 
to design methods for per formancs of the cryptographic processes 
involved in the preparation of newly developed cryptographic sys- 
tems. 



3 
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Cryptographer - f-5 
drade 5# 

kOO-D - Duties and Responsibilities * 

Gnder general administrative supervision, with wide latitude 
for independent or unreviewed motion or dee 1» Ion, to plan, mnd 
individually or with trained assistants* 

(1) fo carry out and report upon unusually difficult, important 
and responsible professional and scientific work in the field of 
cryptographic research, including cipher devices used in conjunc- 
tion with printing telegraph (teletype) syateos* or to have res- 
ponsible charge of and develop a scientific project of considerable 
importance* or to serve ae scientific and administrative head of a 
sub-section in cryptographic research* or to serve as principal 
assistant to a Grade 6 scientist with responsibility for sharing 
with him the direction and control of the scientific and adminis- 
trative work of the unit and for assuming his full duties in his 
absencej or to furnleh for final executive action, highly expert 
critical advice on highly Important scientific problems or policies] 
and to perform related work as assigned* 

(2) To «erry out and report upon unusually difficult, important 
and responsible professional and scientific work in the field of 
cryptography, including the origination of new cryptographic 
methods and the formulation of methods and procedures for the 
preparation of cipher systems employing these methods* or to have 




mvshihgxom sa'D'c 
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rcspensltte charge o t a section involved in the prepay* tion #f 
cryptographic aids* or to serve aa the pr iacipal assistant to a 
Grad* 6 scientist with responsibility for sharing with him dir ac- 
tion and control of fch* scientific and administrative work of 



the unit and for assuming hi# full duties and responsibilities 
in hi* absence, or to furnish for final executive action highly 
«kper t critical advice on important problems or policies la the 
field of cryptography . ....... 

Ss&eUe jg£J*sg&. Perforated > 

(1) To investigate, develop, originate, and test electrical and 
meahanloel cryptographic devices required to meet If. 9* S&v&l 
requirements, Including cipher devices used in conjunction with 
printing telegraph (teletype) systems j to investigate crypt- 
analytical principle* Involving the preparation, solution, and 
study of test problem* and evaluation of 8. 8. Peval cryptographic 
systems in terns of the facte disclosed* to study and investigate 
proposed cryptographic systems or those which come to the know- 
ledge of the U. 8. *avy and determine their inherent security and 
practicability for naval usej to eonduct research and tests for 
the development of new cryptographic devices* and to supervise 
assigned cryptanalysts and cryptographic engineers. 

(2) To take full charge of a section involved la the preparation 

of cryptographic aids for use by the B, S. Bevy, including the 
design of cryptographic systems to meet requirements specified 
by the operating forces* and to direct the operation of field 
offices engaged In the reproduction ef cryptographic aid* origin- 
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Cryptographer - f-4 
Owtdi 6, 

Pnder administrative direction, vith vide latitude for inde- 
pendent or unrevieved action or decision, individually oar vith 
trained assistants* 

(X) fo plan, carry out and report upon highly difficulty important 
had pesponaible professional and scientific vork in the eons true - 
tion of oodot and ciphers, and in the design, construction. Ins- 
pection, testing, operation, and Maintenance of code and cipher 
equipment! and to perform related vork as assigned* 

(a) To plan, carry out and report upon highly difficult, import- 
ant and responsible professional and sclent If lo vork in the field 
of cryptography Including the complete responsible charge of a 
section and field offices engaged in the origination of nsv 
cryptographic methods, the preparation, reproduction and dissemi- 
nation of cryptographic cystoma and the direction of their use 
vl thin the Naval Service, 

IMBUE Of >»rfw«d. 

(1) to original,, la,„ tlgata, tenlop, at t,st alaotrlaml and 
mechanical devices required to meet 9. *, Naval cossrml cation 
requirements. Including cipher devices used In conjunction vith 
printing telegraph (teletype) systems j to Investigate eryptanalytieal 
principles, involving the preparation, solution, and study of test 




MV8HIUGJ.OH SS'D'C 1 

VMWA 3ECnt5IJLA V GEUCA 
HEVDC5nVt5J.EBS 




REF ID:A66621- 



prdblems and evaluation of 0. 8. Maval cryptographs systems, 
la terms of the facte disclosed; to study sad investigate proposed 
cryptographic systems, or those which come to the knowledge of 
the U. 9 , levy, and determine their inherent security end practi- 
cability for level use; to conduct research and teats for the 
deveXopsisnt of nee cryptographic devices; to assist and adviss 
other branches of the federal Government in matters relating to 
cryptographic oommuni cations; and to supervise assigned crypto* 
graphers, 

(dote i there ie no objection to the Cryptographer P-6 job 
description on page 177 of "Preliminary Class Specifications 
of Positions in the field Service,* The tramples of work per- 
formed as stated above are more in keeping with the present 
Cryptographer P-6*s position), 

(p) *0 have complete responsible charge of the section and its 
field offices which originates, eempilea and reproduces crypto- 
graphic aide for the Havel Service and which prepares and dis- 
seminates directions for the use of KavaX Codes and Ciphers and 
which controls allowances, distribution, supersession and des- 
truction of all cryptographic aids used within the Xaval Service. 
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trypto|paphis Aide - Sf-t, 

ThvSmr isaiedlate supervision, with Halted latitude for ease- 
whai independent work In carrying out the aore routl no details, 
to perfora sub-professional work of average difficulty la the 
oryptanalytlcal investigation of cipher systeatj or to perfora 
the duties of on electrician or Machinist in ths construction and 
Maintenance of cryptographic equlpsrent * and to perfora related 
work «» assigned. 

IIIBiPlH, 

(l) la th. oryptan»ljtlc«l lov.«tig*tlon of olpb.r 171UW, to 

perfora tho nor* routine technical work in the preparation of 

warious tables, frequency counts * etc., to typo reports, and to 

opera to elphor aaohlnes for opocifio too to. 

Or 

(S) Under iwsediate Instruction to perform the duties of on elec- 
trician or aachiaiet In tho construction, Maintenance, and testing 
of cryptographic equipment, and to prepare to scale tho loos dif- 
ficult drawings of Machinery fey following drawings or sketches 
previously prepared. 

(1) draining equivalent to that represented fey graduation fro* 
high school, with one year's experience In office work, deaonst ra- 
ting accuracy, alertness, and adaptability. 



Or 







framing equiwalent to that represented fey graduation fro* 
school, with one yetuMAbtflpssdWS <af an electrician or 
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Mftehlnlst, daaonatrating an ability to at* i * nA tools and an 
asdsrstandtng of th« baale prfcnolplss of slsctrioity. 
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Cryptographic Aid* * 6P~$ 

Under general supervision, with some latitude for independent 
vork in carrying out th* detail* involved la prescribed or stan- 
dard methods, to perform *o**vhat difficult and responsible eub- 
professional vork la th* cryptana lytic*! investigation of «iph*r 
systems; or to perform th* dutl«* of an *l*otrlel*n or Machinist 
in the construction and Maintenance of cryptographic equipment j 
and to perform rolated vork a* assigned. 

(1) la th* eryptanalytical investigation of cipher systems, to 
perform scraevbat difficult and responsible technical vork la th* 
preparation and initial analyte* of various tables, frequency 
counts, etc., to type reports, and to operate cipher Machines 
for teats. 

Or 



(2) to perfor* the duties of an electrician or Machinist in the 
construction. Maintenance, and testing of cryptographic equip- 
ment j to perform technical vork In the preparation of staple 
sketches and diagrams j and to test new cryptographic devices. 



Miasm S&W&assim. ' 

(1) *vo ruri ' Mp.rl.no* In th# fl.ld *f crjptogr.phj, or on* 

year** sorperi enc* in cryptography and one year** experience in 
office vork, demonstrating facility In the technique of crypto- 
graphy, accuracy, alertness, and adaptability) and ability to 




typ e report* accurately. 
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3r 

(a) Two ytftr*' axporiooo# ** «a *loctricl*n or aa«hl»i«t, vith 
*n Ability to oonatruot AlAotrioal «ad «*chanioAl eryptogrAphle 
•quipMent fro* g/mm+% laatrucUcca* and an ability to prepare 
Miopia Mkatofeaa and dUgreato aaaorataljr* 
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Cryptographic Aid# * 6?-6 

bader gensral supervision, vith considerable latitude for 
independent cork la sorry lag out the d« toils involved la pres- 
or 1 bed or standard methods, to perform difficult sad responsible 
sub -professional vork in th# or y p tana lyt leal investigation of 
cipher ays teas, or In th# design, construction, and maintenance 
ef cryptographic equipment, imvolviag th# application of a cork- 
ing knowledge of eryptographtc principles and requiring a consi- 
derable degree of technique j and to perform related cork as 
assigned, 

(1) In th# oryptanalytleal investigation of cipher eye teas, to 
perform difficult and responsible teohnioal cork in th# prepara- 
tion and initial analytes of carious tables, frequency counts, 
etc, , in the solution of cryptographic problems; to type reports, 
and to operate cipher machines for teste. 

Or 

(k) to perform the duties of an electrician or machinist in the 
eons true t ion, maintenance, and testing of eryptogr&phle equipment; 
to perform technical cork in the preparation of various sketches 
and diagrams | and to test nev cryptographic devises. 

W&am 5v»ii.ficbt|ofra> 

(l) draining equivalent to that represented by graduation from 
high school, with three years* experience In the field of crypto - 

or two years* ea$£ftJ4h£4 c ¥h s lithography and one yaas% 

VfcSWA SECDBLLA VCEMCA 
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axparla act in offic® York, dasonatrating facility in tha t®chniqu* 

of cryptography, acc\iracy, alartnaa®, and adaptabilityj and Ability 

to typ® reports accurately. 

. Or 

(»} training equivalent to that represented by graduation from 
felgh school, with thro® years* experience as an ®l«c trie lan or 
aaehlnlet with an ability to coaitruot eloetrieal and nechanloal 
cryptographic equipswatj and an ability to propara sketches and 
diagra *« accurately. 
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